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Building your Scenario

Scenario: Online Car Rental Service
1. Type and size of business:

e My company was hired for a penetration test for a medium-sized car rental service
with branches across the UK. Their web app lets customers search, compare prices,
and reserve cars. The site stores personal information, but not financial data. Staff
manages vehicle listings, availability, and receives inquiries by email. Staff credentials
are in the database.

2. Type of data:
e Personal information: Name, email, phone, location of potential customers.
e Reservation data: Pick-up/drop-off dates, locations, preferences, special requests.
e Vehicle information: Make, model, year, color, features, availability, rental prices.
e Transaction data: Completed rentals records, customer info, vehicle details, duration.
No full credit card details, but transaction records are stored.
3. Type of users :

o Customers: Registered users search, compare, reserve cars, manage contact info,
view reservation history, and submit inquiries.

o Staff: Manages vehicle listings, availability, responds to inquiries, views reservations,
adjusts availability, and communicates with customers via emaiil.



Requirements and Deliverables

A- Information Gathering

1) OSINT Activities

e TheHarvester
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SpiderFoot
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Recon-Ng

5 kali@kali: ~
File Actions Edit View Help

recon-ng
Version check disabled.
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No modules enabled/installed.

[recon-ng][default] > marketplace install hackertarget

Module installed: recon/domains-hosts/hackertarget

Reloading modules ...
[recon-ng][default] > modules load hackertarget
[recon-ng][default][hackertarget] > options set source cwscenario.site
SOURCE = cwscenario.site
[recon-ng][default][hackertarget] > run

CWSCENARIO.SITE

Country: None

Host: cwscenario.site
Ip_Address: 217.160.0.219
Latitude: None

Longitude: None

Notes: None

Region: None

SUMMARY

1 total (1 new) hosts found.

Recon-ng further module
investigation/exploration




Research and evaluate how OSINT can be effective and explain why it is one of the first activities
that penetration testers carry out. [3 marks]

Open Source Intelligence (OSINT) is a crucial method for gathering data from public sources in the early
stages of penetration testing. OSINT allows testers to collect target information without raising
cybersecurity alarms, helping identify vulnerabilities and entry points for future hacking phases. Tools
such as the Harvester, SpiderFoot, and Recon-ng streamline OSINT gathering. TheHarvester obtains data
like email addresses and subdomains (Sudhanshu Chauhan and Nutan Kumar Panda, 2015), SpiderFoot
automates data collection from various sources and Recon-ng organizes the gathered data
systematically. These tools help penetfration testers discover information about their target's
infrastructure, network, and employees, exploitable in later test stages.

Scenario assessment: In your opinion, how dangerous are the information you were able to obtain
for your allocated scenario [2 marks]

In the Online Car Rental Service scenario, each OSINT activity poses specific risks based on the
information they collect:

1. TheHarvester: This tool retrieved staff and customer data, such as LinkedIn profiles, hosts, and IPs.
While email addresses were inaccessible, limiting phishing risks, the hosts and IPs discovered could
be exploited through Brute Force, DDoS, or DNS attacks.

2. SpiderFoot: Gathering a wide range of data, this tool provided domain and hosting information
for cwscenario.site, including registration details, DNS records, TxT records, and associated IP
addresses. Attackers could use this data to launch DDoS attacks or exploit misconfigurations.

3. Recon-ng: Collecting structured data, this tool helps attackers analyse and identify potential
targets or entry points. Although limited in information from recon-ng methods(whois_miner and
whoxy-dns), the identified subdomains and IP addresses can expose vulnerabilities, enabling
network reconnaissance and targeted attacks.



(2) Reconnaissance

e DirBuster

~ DirBuster is a crawler and brute forcer; it follows all links in the pages it finds but also tries different
names for possible files. By finding these unsecured directories, sensitive files or misconfigured
resources, Dirbuster helps users assess a website's security and uncover potential vulnerabilities that
could be exploited.
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¢ Taking advantage of Robofts.txt

~ Robofts.ixt guides search engines on indexing files and directories, but can also reveal hidden
directories. This relies on "security through obscurity" and afttackers can exploit it to access sensitive
information or vulnerabilities.

® cwscenario.site/robots.txtx  +
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XML Sitemap

This XML Sitemap is generated by WordPress to make your content more visible for search engines.

Learn more about XML sitemaps.

Number of URLs in this XML Sitemap: 4.

URL

https://cwscenario.site/wp-sitemap-users-1.xml

Taking advantage of robot.ixt file on
cwscenario.site leading to discovery of /wp-
sitemap.xml



¢ Web Enumeration

~ Enumeration collects network information, with DNS enumeration identifying DNS servers and
entries to gather data such as usernames, computer names, and IP addresses, revealing insights
into the organization's infrastructure.

dnsenum --enum cwscenario.site
dnsenum VERSION:1.2.6

cwscenario.site. .160.0.219

ns1093.ui-dns. . 160.82.93
ns1032.ui-dns. 160.80.32
ns1108.ui-dns. . 160.83.108
ns1115.ui-dns. . 160.81.115

mx00.ionos.co. 227.15.41
mx@1.ionos.co. 72.192.67

Trying Zone Transfer for cwscenario. ns1093.ui-dns.com ...
AXFR record query failed: NOTAUTH

Trying Zone Transfer for cwscenario. ns1032.ui-dns.de ...
AXFR record query failed: NOTAUTH

Trying Zone Transfer for cwscenario. ns1108.ui-dns.org ...
AXFR record query failed: NOTAUTH

Trying Zone Transfer for cwscenario. ns1115.ui-dns.biz ...
AXFR record query failed: NOTAUTH

Web Enumeration performed on cwscenario.site
Revealing info such as :

- Host addresses
- Name Servers
- MX (mail) Servers




Scenario assessment: Explain how the information obtained by testing the web applications can be
used at a later stage to exploit company’s web services? Give an example of information that can
be relevant to your scenario. [3 marks]

Testing web applications can reveal information to exploit a company's web services. In this
scenario, web-enumeration, robofts.txt, and DirBuster results exposed valuable data.

DNS enumeration provided IP addresses, name servers, and mail servers, potentially exposing
network infrastructure and mail service vulnerabilities. Revealed MX-servers (mx00.ionos.co.uk and
mx01.ionos.co.uk) could be exploited through email phishing attacks targeting staff, potentially
gaining unauthorized access to car-rental systems and exploiting stored customer/reservation data.
The robots.ixt file disclosed the hidden /wp-sitemap directory, possibly leading to sensitive data
exposure or exploitable elements.

DirBuster revealed phpMyAdmin, WebGoat and ESAPI-java-SwingSet-Interactive. Unauthorized
access to phpMyAdmin could compromise the database, exposing staff credentials and customer
information. WebGoat and ESAPI-java-SwingSet-Interactive are known vulnerable applications,
which aftackers might exploit.

The car rental service's web application stores personal and reservation data, which could be
exploited to access customer information, manipulate vehicle availability, or intercept sensitive
staff-customer email communications. By exploiting identified vulnerabilities, attackers could disrupt
operations, compromise user data, and damage the company's reputation.



(3) Port Scanning and Enumeration

kali@kali: ~

File Actions Edit View Help
nmap -sn 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:14 EST
Nmap scan report for 192.168.56.1¢
Host is up (0.0020s latency).
Nmap done: 1 IP address (1 host up) scanned in 13.07 seconds

nmap 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:27 EST
Nmap scan report for 192.168.56.102

is up (0.000092s latency).
ALl 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (conn-refused)

Nmap done: 1 IP address (1 host up) scanned in 13.14 seconds

sudo nmap -sV -0 192.168.56.102
[sudo] password for kali:
Starting Nmap 7.92 ( https://r
Nmap scan report for 192.168.56.102
Host is up (0.000025s latency).
ALl 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (reset)
Too many fingerprints match this host to give specific 0S details
Network Distance: © hops

19 07:28 EST

0S and Service detection performed. Please report any incorrect results it https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 15.77 seconds

man nmap

nmap -sP 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02
Nmap scan report for 192.168.56.102
Host is up (0.000079s latency).
Nmap done: 1 IP address (1 host up) scanned in 13.03 seconds

NMAP -Sp 192.168.56.%
NMAP: command not found

nmap -sP 192.168.56.%
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:30 EST
Nmap scan report for 192.168.56.1
Host is up (0.0078s latency).
Nmap scan report for 192.168.56.2
Host is up (0.0059s latency).
Nmap scan report for 192.168.56.102
Host is up (0.000052s latency).
Nmap done: 256 IP addresses (3 hosts up) scanned in 15.66 seconds

nmap 192.168.56.
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:31 EST
Nmap scan report for 192.168.56.102
Host is up (0.00015s latency).
ALl 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (conn-refused)

Nmap done: 1 IP address (1 host up) scanned in 13.09 seconds

nmap -p 1-10000 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02
Nmap scan report for 192.168.56.10
Host is up (0.000091s latency).
ALl 10000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 10000 closed tcp ports (conn-refused

Nmap done: 1 IP address (1 host up) scanned in 13.27 seconds

nmap -p 22 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:34 EST
Nmap scan report for 192.168.56.102
Host is up (0.00011s latency).

PORT  STATE SERVICE
22/tcp closed ssh

Nmap done: 1 IP address (1 host up) scanned in 13.08 seconds

nmap -p 22 192.168.56.% -0G ~/Desktop/myresults.txt
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:35 EST
Nmap scan report for 192.168.56.1
Host is up (0.00096s latency).

PORT  STATE SERVICE
22/tcp closed ssh

Nmap scan report for 192.168.56.2
Host is up (0.0013s latency).

PORT  STATE SERVICE
22/tcp open ssh

Nmap scan report for 192.168.56.102
Host is up (0.00032s latency).

PORT  STATE SERVICE
22/tcp closed ssh

Nmap done: 256 IP addresses (3 hosts up) scanned in 15.62 seconds

nmap -0 192.168.56.102
TCP/IP fingerprinting (for 0S scan) requires root privileges.
QUITTING!

sudo nmap -0 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02
Nmap scan report for 192.168.56.102
Host is up (0.000028s latency).
ALl 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (
Too many fingerprints match this ho give specific 05 details
Network Distance: © hops

05 detection performed. Please report any incorrect results at https://imap.org) submit
Nmap done: 1 IP address (1 host up) scanned in 14.98 seconds

nmap -sV 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org
Nmap scan report for 192.168.56.102
Host is up (0.00013s latency).
ALl 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (conn-refused)

19 07:37 EST

Service detection performed. Please report any incorrect results at htty
Nmap done: 1 IP address (1 host up) scanned in 13.49 seconds

//nmals . org/submit

sudo nmap -sS 192.168.56.102 -D 10.0.0.1,10.0.0.2,10.0.0.4
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:38 EST
Nmap scan report for 192.168.56.102
Host is up (0.0000090s latency).
All 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed tcp ports (reset)

Nmap done: 1 IP address (1 host up) scanned in 13.15 seconds

First 3 commands — scanning/identifying services with nmap

First 2 commands - identifying active machines

Next 4 commands - Finding Open Ports.

Next 2 commands - Fingerprinting for Operating Systems

Next 1 command - Fingerprinting for Services.

Next 1 command - Spoofing & Decoy Scan.

] o C Q ® N

14# Nmap 7.92 scan initiated Sun Feb 19 07:35:32 2023 as: nmap -p 22 -0G /
home/kali/Desktop/myresults.txt 192.168.56.%

2 Host: 192.168.56.1 () Status: Up

3 Host: 192.168.56.1 ()  Ports: 22/closed/tcp//ssh///

4 Host: 192.168.56.2 () Status: Up

5Host: 192.168.56.2 () Ports: 22/open/tcp//ssh///

6 Host: 192.168.56.102 () Status: Up

7 Host: 192.168.56.102 () Ports: 22/closed/tcp//ssh///

8 # Nmap done at Sun Feb 19 07:35:48 2023 -- 256 IP addresses (3 hosts up)
scanned in 15.62 seconds

9

—result)




Nmap done: Pradaress OST up) scanned 1n 13.49 seconds

. sudo nmap -sS 192.168.56.102 -D 10.0.0.1,10.0.0.2,10.0.0.4
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:38 EST
dmitry-res.. Nmap scan report for 192.168.56.102
Host is up (0.0000090s latency).
All 1000 scanned ports on 192.168.56.102 are in ignored states.

Next 2 commands — UDP Scan. Not shown: 1000 closed tcp ports (reset)
Nmap done: 1 IP address (1 host up) scanned in 13.15 seconds

sudo nmap -sU 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:40 EST
Nmap scan report for 192.168.56.102
Host is up (0.0000050s latency).
All 1000 scanned ports on 192.168.56.102 are in ignored states.

Next 6 commands — List of Targets (o g LD (oR G o (s e,

Nmap done: 1 IP address (1 host up) scanned in 13.17 seconds

sudo nmap -sU -——reason 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:41 EST
Nmap scan report for 192.168.56.102
Host is up, received localhost-response (0.0000040s latency).
All 1000 scanned ports on 192.168.56.102 are in ignored states.
Not shown: 1000 closed udp ports (port-unreach)

NeXT ] Commcnd - DeTeCﬂng WAF Nmap done: 1 IP address (1 host up) scanned in 13.16 seconds

mousepad scanlist.txt

nmap -ilL scanlist.txt
Failed to open input file scanlist.txt for reading: No such file or directory (2)

—F i i nmap -ilL scanlist.txt
NeXT 2 Commcnds Flngerprlnhng Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:43 EST
WARNING: No targets were specified, so @ hosts scanned.
WAF, Nmap done: @ IP addresses (@ hosts up) scanned in 0.07 seconds

sudo apt-get install hping3
Reading package lists... Done
Building dependency tree... Done
Reading state information... Done
hping3 is already the newest version (3.a2.ds2-10).

Next 1 command — Detecting WAF hpings set to manually installed.

@ upgraded, @ newly installed, @ to remove and 20 not upgraded.

on server with firewall. .

hping3 —traceroute -V -1 cwscenario.site
Unable to resolve 'cwscenario.site

hping3 --traceroute -V -1 cwscenario.site
hping3: invalid option — 1
Try hping3 —help

nmap -p 80,443 —script=http-waf-detect 192.168.56.102
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:47 EST
Nmap scan report for 192.168.56.102
Host is up (0.000077s latency).

PORT STATE SERVICE
80/tcp closed http
443/tcp closed https

Nmap done: 1 IP address (1 host up) scanned in 13.42 seconds

nmap -p 80,443 -script=http-waf-fingerprint www.cwscenario.site
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:48 EST
Failed to resolve "www.cwscenario.site”.
WARNING: No targets were specified, so @ hosts scanned.
Nmap done: @ IP addresses (@ hosts up) scanned in 0.36 seconds

File Actions Edit View Help nmap -p 80,443 -script=http-waf-fingerprint www.cwscenario.site

Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:49 EST

Nmap scan report for www.cwscenario.site (217.160.0.219)

Host is up (0.026s latency).

Other addresses for ww.cwscenario.site (not scanned): 2001:8d8:100f:f000::2b6
rDNS record for 217.160.0.219: 217-160-0-219.elastic-ssl.ui-r.com

Kali@kali:~ x  kali@kali: ~ X

PORT STATE SERVICE
80/tcp open http
443/tcp open https

Nmap done: 1 IP address (1 host up) scanned in 0.75 seconds

nmap -p 80,443 -script=http-waf-detect www.cwscenario.site
Starting Nmap 7.92 ( https://nmap.org ) at 2023-02-19 07:50 EST
Nmap scan report for www.cwscenario.site (217.160.0.219)
Host is up (0.027s latency).
Other addresses for ww.cwscenario.site (not scanned): 2001:8d8:100f:f000::2b6
rDNS record for 217.160.0.219: 217-160-0-219.elastic-ssl.ui-r.com

earched 0 pages containing 0 results PORT STATE SERVICE
Gathered TCP Port information for 217.160.0.219 G CRE [
) ) | http-waf-detect: IDS/IPS/WAF detected
| _wwwi . cwscenario.site:80/?p4ylosd3=<script>alert(document.cookie)</script>
443/tcp open https
| http-waf-detect: IDS/IPS/WAF detected
| _wwwi . cwscenario.site:443/?p4ylosd3=<script>alert(document.cookie)</script>

Nmap done: 1 IP address (1 host up) scanned in 0.98 seconds

B C x

Determining Network Range et
— “Dmitry” tool

2 HostName: cwscenario.site

3
4 Gathered Inic-whois information for cwscenario.site

i
6 ERROR: Connection to InicWhois Server site.whois-servers.net failed
7

8 Gathered Netcraft information for cwscenario.site
o

10
11 Retrieving Netcraft.com information for cwscenario.site
12 Netcraft.com Information gathered

13
14 Gathered Subdomain information for cwscenario.site

16 Searching Google.com:80 .

17 Searching Altavista.com:80

18 Found 0 possible subdomain(s) for host cwscenario.site, Searched 0 pages
containing 0 results




Discussion of findings:

The Nmap scan results for the target IP 192.168.56.102 show that all 1000 scanned ports are in
ignored states, indicating no open ports were found. It suggests that the host may have a strict
firewall in place or no active services running.

For the website cwscenario.site, two ports were identified: port 80 (HTTP) and port 443 (HTTPS). Both
ports were open, and when running the http-waf-detect script, it was found that an IDS/IPS/WAF
was detected on both ports. This indicates that the website is likely protected by a Web Application
Firewall (WAF) or an Infrusion Detection/Prevention System (IDS/IPS), which may complicate further
exploitation attempts.

Research and explain what an open port means and identify threats an open port can potentially
causes? [3 marks]

An open port is a network communication channel on a device, allowing data exchange for
applications. They are associated with specific protocols (TCP or UDP) and numbered for efficient
data routing. Open ports enable network services to accept connections from remote systems for
functions like web, email, or file sharing services (Kizza, 2013).

Open ports can pose security threats like unauthorized access, denial of service (DoS) attacks and
also malware infection. Cybercriminals/hackers can exploit open ports to gain unauthorized
access, launch attacks and/or steal sensitive data (Kizza, 2013). Implementing proper security
measures, like firewalls, intrusion detection systems, and regular vulnerability assessments, can help
minimize these risks. Regularly reviewing and closing unnecessary open ports can also reduce the
attack surface.

Scenario assessment: Explain the threats of the open ports you have identified when carrying the
port scanning and how dangerous they are for your scenario and the data your scenario company
holds. [3 marks]

Open ports for cwscenario.site (port 80:HTTP, port 443:HTTPS) present potential threats to the Online
Car Rental Service. These ports enable communication between the web app and its users,
including customers and staff. However, a detected IDS/IPS/WAF on both ports lessens the risk of
exploitation.

Threats may include DoS attacks, unauthorized access, or data interception. Sensitive customer
data, such as personal information, reservation details, and transaction records, could be exposed
through unauthorized web app access. Identity theft or fraud might result, harming the business's
reputation and customer trust. Cybercriminals could access sensitive data by intercepting port 80
communication, revealing unencrypted information.

Compromise of staff credentials in the database could lead to unauthorized access to vehicle
listings and availability management, disrupting platform operations and causing financial losses.

Despite a WAF or IDS/IPS, regular vulnerability assessments and strict security measures like
encryption, access control, and strong authentication are vital for mitigating these threats.
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Using browsers developer tools to analyse
& alter the basic behaviour:

e changed file size limit to 50000 from
3000 and added form field to
change it.

e Web application VULNERABLE

e Browser-based alterations: Enables
manipulation of web page
interpretation.

o Reloaded pages: Temporarily
overrides client-side modifications.

o Developer Tools: Exploits client-side
restrictions, exposing vulnerabilities

Obtaining/modifying cookies

o Changed hitpOnly parameter to
yes.

e Web application VULNERABLE

o HitpOnly modification: Enables
execution of malicious code via
server compliance.

e Cookie manipulation: Injection of
malicious patterns to alter
behaviour or gain privileges.

e Session cookies: Vulnerable to
impersonation through value
replacement.
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Using Tamper Data add-on to intercept
and modify requests

Web application VULNERABLE
Tamper Data add-on: Intercepted

POST requests, modified test/password to
admin/admin.

Bypassed client-side validation: Altered
hidden forms and POST parameters.

Gained unauthorized access: Logged in
with manipulated credentials, exposing
web application vulnerability.

Briefly research and explain data tampering vulnerability. Which Cyber Security tenet this
vulnerability violates? [2 marks].

Data tampering is a cybersecurity vulnerability where unauthorized individuals alter or manipulate

digital data,

including modifying database contents, changing network communications, or

manipulating user input to gain unauthorized access or privileges (MBA Knowledge Base, 2014).
Data tampering can lead to unauthorized access, compromised data integrity, or fraudulent
activities. Attackers can exploit this vulnerability through various techniques such as developer tools
exploiting, parameter tampering, or cookie manipulation.

Data tampering violates the integrity tenet of the CIA tfriad.

Scenario assessment: What is the vulnerable information for data tampering that attackers can
obtain when this activity is carried out and how dangerous they are for your scenario? [2 marks]

In the scenario, data tampering fechniques could potentially exploit the online car rental service

as follows:

1. Browser-based alterations: Attackers might manipulate file size limits and form fields,
bypassing client-side restrictions, allowing malicious file uploads or unauthorized requests,
compromising web application security.

2. Cookie manipulation: If attackers obtain and modify cookies, such as changing the
HttpOnly parameter, they could execute malicious code on the server and impersonate
valid users, potentially exposing or misusing personal information and reservation data.

3. Tamper Data add-on: Intercepting and modifying POST requests, attackers could bypass
client-side validation and alter hidden forms and parameters, enabling unauthorized
access to staff accounts, compromising platform data integrity.

These vulnerabilities pose significant risk to the scenario, as unauthorized access to sensitive data
like personal information, reservation data, vehicle information and transaction records could
occur. Additionally, attackers might manipulate vehicle listings, disrupt reservation processes and

compromise the platform's overall integrity and availability.
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SQL Injection (Error Based) =
‘or‘1'="1

e Web application VULNERABLE
due to improper input
validation, allowing
manipulation of database
queries.

e Successfully retrieved
sensitive user-data (ID, first
name, and surname)-
potential risk for data
breaches / identity theft.

e Retrieves all records by
altering the query condition
to always be tfrue.

SQL Injection (Blind) =

1

e N0 error message, but no
result either;
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Briefly research and explain SQL injection vulnerability. Which Cyber Security
tenet this vulnerability violates? [2 marks].

SQL injection is a common web application vulnerability where an attacker exploits poorly
validated or unfiltered user input to manipulate SQL queries executed by the backend database.
This vulnerability allows attackers to gain unauthorized access to sensitive data, modify or delete
records, or execute arbitrary commands on the server (OWASP, 2013).

SQL injection attacks violate the "CONFIDENTIALITY" tenet of the CIA triad. When an SQL injection
attack occurs unauthorized users can access confidential data which compromising the privacy of
the system.

Scenario assessment: What is the information that altackers can obtain when this activity is carried
out and how dangerous they are for your scenario? [2 marks]

In the online car rental scenario, exploiting Error-Based and Blind SQLi vulnerabilities allows attackers
to access sensitive information and manipulate data, compromising system confidentiality.

1. Error-Based SQLi: Queries (" or '1'="1) and (1") enable attackers to access user records,
including names, emails, and phone numbers, potentially leading to unauthorized account
access, personal information exposure, and identity theft.

2. Blind SQLi: Identified with queries (1') and ('1' and '1'="1), though the application doesn't
display errors or reveal database information, attackers can exploit the vulnerability by
guessing queries and observing responses, allowing unauthorized access to sensitive
reservation data.

3. Further SQLi Exploits: Attackers could extract database user information, DBMS version,
usernames and passwords, accessing customer/staff data. They could manipulate vehicle
availability, pricing or delete reservation data, causing financial/operational issues.

Dangers:
* Unauthorized access to data compromises privacy and security.
* Attackers manipulating or deleting reservation data lead to financial losses and operational issues.

* The company's reputation and customer frust may be severely damaged, resulting in business loss
and potential legal consequences.
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Briefly explain XSS scripting vulnerability. Which Cyber Security Tenet this
vulnerability violates? [2 marks].

Cross-Site Scripting (or XSS) is a vulnerability (web application) where an attacker injects malicious
code / scripts info web pages viewed by other Users. This kind of attack takes advantage of flaws
in how the application handles user-supplied data and targets users rather than the application
itself (Kirsten, 2020). Reflected, Stored, and DOM-based XSS vulnerabilities are the three different
categories.

XSS attacks can lead to several severe consequences, including session hijacking, theft of sensitive
information, defacement of web pages, and distribution of malware. The vulnerability primarily
violates the Confidentiality tenet since the attackers can access, steal, or manipulate sensitive user
data without authorization.

Scenario assessment: What are the information that attackers can obtain when this
activity is carried out and how dangerous they are for your scenario? [2 marks]
In the Online Car Rental Service scenario, attackers exploiting Cross-Site Scripting (XSS)
vulnerabilities could obtain sensitive information and pose serious threats.

Potential dangers:

Personal Information Exposure: Attackers could access customer and/or staff data including
names, email addresses, phone numbers and Locations. This information could be used for identity
theft or phishing attacks putting both customers and staff at risk.

Manipulation of Reservation Data: By exploiting XSS vulnerabilities, attackers might alter reservation
data, such as pick-up and drop-off dates, locations, car preferences, or special requests. This could
lead to financial loss for the business and inconvenience for customers.

Unauthorized Access to Platform Features: Attackers could leverage XSS vulnerabilities to gain
unauthorized access to the platform's features, such as managing vehicle listings or updating
availability. This could result in false listings or inaccurate availability information, potentially
damaging the company's reputation and customer trust.

In the examples provided, the lack of input validation and output encoding in the web application
increases its vulnerability to XSS attacks. By exploiting these, aftackers can manipulate the
application's behaviour and steal sensitive information, causing significant harm to Online Car
Rental Service and its users.
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that can be exploited.

Exploiting OS command injections:
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SQL Injection (Blind)

- Injecting a command to run netcat to give access to the server terminal.

- Listening on TCP port 1691 for a connection on my kali machine

- Allowing non-interactive commands to be executed

- Forexample, | used cd~ to navigate to the home folder and get root access

= OS Command Injection VULNERABILITY has been EXPLOITED
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ldentifying that NetCat is
installed on the server in the
bin folder using




Abusing File inclusions & uploads

8 & CSE Tech Wiki University of Westmin... B Blackboard Learn | d F|
CSE Tech Uploading a File

., https://support.ecs.westminster.ac.uk/

D\@A)
o Now | know the relative path
T Vulnerability: File Upload . )
nsructions p—— where it saves the uploaded files

Setup | Browse... | No file selected.

Brute Force [Upload |
‘Command Execution ../../hackable/uploads/logo.jpg succesfully uploaded! . e
csrr Possible vulnerability

lnsecure CAPTCHA | More info
Filenclusion |
SQuinjectin |
R
[vpoad |

XSS reflected |

- Creating two php files —
webshell .ohp &
rename.php

- discovered aimage type
validation

- changing type of php to
jpg to bypass validation

— Vulnerability: File Upload

lisriger o a0 e o
oo e Bowse... Mo te seectoa

Brve Force (Upiad)

= More info

] CSE Tech Wiki iversity of Westmin... [ Blackboard Learn () KaliBookmarks =

File Actions Edit View Help
kali@kali:~ x kali@kali: ~/Desktop X

Uploading the disguised php files as jpgs (see url bar) & executing
rename.jpg to rename the webshell.jpg file back to webshell.php so it can be
used to remotely execute commands on the server by passing them as a
parameter in the URL.
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8 % [E2] CSE Tech Wiki University of Westmin... [ Blackboard Learn (3 Kali Bookmarks

ethO Link encap:Ethernet HWaddr 08:00:27:50:f0:5d inet addr:192.168.56.2 Bcast:192.168.56.255 Mask:255.255.255.0 inet6 addr: fe80::a00:27ff:fe50:f05d/64 Scope:Link UP BROADCAST
RUNNING MULTICAST MTU:1500 Metric:1 RX packets:1018 errors:0 dropped:0 overruns:0 frame:0 TX packets:902 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 txqueuelen:1000 RX
bytes:148748 (148.7 KB) TX bytes:745196 (745.1 KB) Interrupt:9 Base address:0xd020 lo Link encap:Local Loopback inet addr:127.0.0.1 Mask:255.0.0.0 inet6 addr: ::1/128 Scope:Host UP
LOOPBACK RUNNING MTU:16436 Metric:1 RX packets:694 errors:0 dropped:0 overruns:0 frame:0 TX packets:694 errors:0 dropped:0 overruns:0 carrier:0 collisions:0 txqueuelen:0 RX
bytes:116552 (116.5 KB) TX bytes:116552 (116.5 KB)

\

- navigating fo ../../hackable/uploads/webshell.php page and parsing
cmd value - ifconfig on the OWASP VM
- returning its IP

CSE Tech Wiki University of Westmin... [ Blackboard Learn (3 Kali Bookmarks

Parsing the cmd value /bin/Is

- This provides the contents of the current directory on the server
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Scenario assessment: Research and investigate their threats for your scenario and
identify which Cyber Security tenet these vulnerabilities violate? [2 marks]

In the online car rental service scenario, two types of vulnerabilities threaten the platform's
cybersecurity tenets of confidentiality, integrity and availability.

Abusing file inclusions and uploads:

This allows attackers to create and execute a shell script remotely. By uploading disguised PHP files
(e.g., webshell.php) and renaming them to bypass server validation, attackers can exploit local file
inclusion vulnerabilities to gain control of the server. This can lead to unauthorized access to
personal information, reservation data, and vehicle information, compromising confidentiality.

OS command injection attacks:

Exploiting OS command injections permits attackers to run unauthorized commands on the server,
potentially gaining full control over the system. In the scenario, the command injection vulnerability
is demonstrated by injecting OS commands through the Ping for FREE form (e.g., ;uname -a').
Attackers can leverage tools like Netcat to establish reverse shells, granting them access to the
server terminal and compromising system integrity (Zhong, 2019).

Both attacks disrupt the normal functioning of the car rental service, impacting its availability. By
exploiting these vulnerabilities, attackers could manipulate/delete reservation and transaction
data, causing financial losses and disrupting the service for users.
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C- Client-Side Exploits
1)Man In the Middle Attacks

Sefting up spoofing attack with Ettercap - ARP Spoofing
e Used three VMs: Windows victim machine, Kali Hacker machine and OWASP vulnerable server.
e |dentified IP addresses for all running VMs and opened a root terminal on the Kali Linux host.
e Ransudo ettercap -G, then scanned for network hosts and chose targets (192.168.56.2 and 192.168.56.3).
e Initiated an ARP Poisoning attack and enabled Sniff Remote Connection.
¢ On victim machine, Logged in to Damn Vulnerable Web Application with admin credentials.

o On aftacker machine (Kali), was able to see all traffic, including admin login credentials, which were
admin/admin.
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File Actions Edit View Help

= Comer Modifying data between server and client

o Created filter file (regex-replace-filter.filter) and compiled it for
Ettercap.

Filter script checked for specific packet content and modified
to force the user to log in as administrator.

Loaded filter into Eftercap and waited for client to connect.

On victim machine, logged in as any user with password
"admin”, and they were logged in as administrator.

The attacker now has password that works for two users.

Scenario assessment: What is the information that attackers can obtain when this
activity is carried out and how dangerous they are for your scenario? [4 marks]

In the scenario, an attacker using ARP spoofing can obtain sensitive information, posing significant
risks. By setting up an Ettercap-based MITM attack, the attacker can intercept communication
between clients and the car rental web application. This allows them to access customers' personal
information, reservation data, vehicle details and fransaction data, potentially leading to identity
theft, unauthorized reservations and manipulated rental prices.

Moreover, the attacker could intercept staff login credentials, gaining unauthorized access to the
platform’'s management functions. This could allow them fo view and manipulate customer
reservations, vehicle availability, and sensitive communication with potential customers.
Additionally, the attacker can modify data exchanged between clients and the server. By using
Ettercap filters, they could intercept and tamper with login requests, forcing users to log in as
administrators and gain unauthorized access to privileged information.

Overall, information attackers can obtain during this activity can lead to the compromise of
customers' personal information, unauthorized access to the platform's functions, and manipulation
of data, posing significant dangers to the online car rental service.
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2)Social Engineering Aftacks

@ Peruggia 1.2

41 Login | Home | Abeut | Learn

@ Peruggia 1.2
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Creating a password harvester using SET
Modify SET seftings to use
Apache

Run SET and select "Site Cloner"

Provide IP address for the POST
back and URL to clone

User visits cloned-site thinking it's
the original web server

User enfers username and
password ("admin" for both)
Page redirects to original login
page

On attacker machine, captured
username and password are
visible

Captured credentials can also
be found in /var/www/html on
Kali Linux in files named "harvest"
and with timestamp



%
ARSNBEEN @0 \\ /

T e S s et g

© N5
Using previously saved pages to create phishing site using WGET
- Download page with wget, store it in the "bodgeit" offline
directory

- Update login.jsp file to redirect to post.php script

- Create post.php script to save captured credentials to
"labpasswords.txt"

- Victim user (Windows) visits phishing site and logs in with valid
credentials

- Script captures credentials and redirects to legitimate site,
performing login

@ Peruggia 1.2

Username @Mt @Desspasi B0 e e

The Bodgelt Store
dont

We bod

Check captured passwords in "labpasswords.txt" on attacker's
machine to view entered login details




‘\ Firefox

ab 6 - pg 7-10

1ab 6 - pg 10 result

Phishing — with Metasploit - creating a reverse shell & capturing connections:
Used Metasploit's msfvenom to create reverse meterpreter shell, Set up listener on Kali Linux for the connection,
Tricked victim (windows) into running the malicious file through social engineering, Gathered information about
compromised system using sysinfo and shell commands from kali connection

Scenario assessment: What is the information that attackers can obtain when this activity is carried
out and how dangerous they are for your scenario? [4 marks]

In the given scenario, attackers can obtain sensitive information through social engineering
techniques, like creating a password harvester and using SET (Social-Engineer Toolkit) to clone
legitimate websites. The attackers can potentially capture personal information, reservation data,
vehicle information, and fransaction data from customers, as well as staff credentials.
Consequences of these attacks can be severe, including unauthorized access to customer
accounts, potential identity theft, unauthorized reservations or changes to vehicle availability, and
disruption of the car rental service's operations.

Danger increases when attackers use more elaborate phishing sites using WGET that feature full
navigation and log in to the original site after capturing credentials. This technique makes it harder
for users to detect the phishing aftempt and the attackers can maintain access to the
compromised accounts for a longer period.

In addition, using reverse shell techniques attackers can gain control over a user's computer,
enabling them to potentially access more sensitive information or launch further attacks.
Combination of these social engineering techniques poses a significant threat to the online car
rental service's security and could severely impact its reputation, customer trust, and overall business
operations.
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D- Denial of Service Attacks

1)DoS the Web server

ali@kali: ~

File Actions Edit View Help

kali@kali: kali@kali: kali@kali: ~ x
TCP fooding using hping3

~TCP SYN Attack
CPU usage of target (OWASP) system spikes

etterfilter

[regex-replace-filter.filter:12]: syntax e

etterfilter -o regex-replace-filter.ef regex-replace-filter.filter

etterfilter 0.8.3.1 copyright 2001-2020 Ettercap Development Team

14 protocol tables loaded
DECODED DATA udp tcp esp gre icmp ipv6 ip arp wifi fddi tr eth

13 constants loaded:
VRRP OSPF GRE UDP TCP ESP ICMP6 ICMP PPTP PPPOE IP6 IP ARP

source file 'regex-replace-filter.filter' done.

Unfolding the meta-tree done.

Converting labels to real offsets done.

writing output to 'regex-replace-filter.ef' done

» Script encoded into 16 instructions.

sudo hping3 19 count 5
[sudo] password for
hping3: option requires an argument — 2

--help
top - 11:42:14 up 3 nin, 1 user, load average: 0.62, 0.51, 0.21
~ 121 total, 1 rumning, 120 sleeping, © stoppe

sudo hping3 192.168.56.2 -fast -count 5 s » 1.6usy, 0.07ni, 94.07id, 0.0,
hping3: option requires an argument — . L ‘:I"t 1 1ﬁt u Vi, ?§7‘Vif frec, 63136k buffer
Try hping3 —help 304k tota used 397304k free, 212 cached

| PID USER _ PR_NI_VUIRT RES SHR S zCPU #MEM _ TIMEs COMMAND
19 20 0 2548 1192 920 R 6.8 0.1 0:20.19
1452 640 S 00.04 2

1

[options]
show this help 00.00 kthreadd
show version 00.00 nigration0
packet count 4 z 04.73 ksof tirqd/0
wait (uX for X microseconds, for example -i u1000 00.00 watchdog/€
alias for -i u10000 (10 packets for second) 2 01.60 events/0
alias for -i u1000 (100 packets for second) S 00.00 cpuse
sent packets as fast as possible. Don't show replie 00.00 khelper
numeric outpu
quiet
interface name (otherwise default routing inter 2
verbose mode 2 S uper:
S bdi-default
Kintegrityd/
2 Kblockd/€
Kacpid

debugging info
bind ctrlsz to ttl (default to dst
unbind ctrl+
beep for every Z
2 D kacpi_notift
kacpi_hotplug

matching packet received
default mode TP
-0 —rawip RAW IP mode atas0
ICMP mode ata_aux
0:00.00 ksuspend_usbd
UDP mode ksusp bd
SCAN mode.
Example: hping --scan 1-30 .target.host
listen mode

spoof source address
random destionation address mode.
random source address mode.

ttl (default 64)

id (default random)

use winx id byte ordering

relativize id field

split packets in more frag. u Left 38
set more fragments flag
set don't fragment flag
set the fragment offset
implies —frag if packet size > mtu
(default 0x00), —tos help

ion and display the route

—spoof
rand-dest
rand-source

see the man.
e man.

(to estimate host traffic)
(may pass weak acl

set virtual mtu,
type of service
includes RECORD_ROUTE op
loose source routing and record route
strict source routing and record route

set the IP protocol field, only in RAW IP mode

buffer

icmp type (default echo request)

icmp code (default 0)

send all icmp types (default send only supported types)

ss for ICMP redirect (default 0.0.0.0)
(ICMP timestamp)

(ICMP address subnet mask)

—icmptype
icmpcode
force-icmp

set gateway ad

Alias for —icmp —icmptype 13

icmp-addr Alias for --icmp -icmptype 1
—icmp-help display help for others icmp options
uDP/TCP

-s -—-basepor

base source port (default random)
-p —destport [+][+]<port> destination port(default 0) ctrls
k -—keep keep still source port
win winsize (default 64)
tepoff set fake tcp data offset
seqnum shows only tcp sequence number
adcksum  (try to) send packets with a bad IP checksum
many systems will fix the IP checksum sending the packe
so you'll get bad UDP/TCP checksum instead.
—setseq set TCP sequence number
setack set TCP ack
set FIN flag
set SYN flag
set RST flag
set PUSH flag
set ACK flag
set URG flag
set X unused flag (0x40)
set Y unused flag (0x80)
use last tcp—th_flags as exit code
enable TCP MSS option with the given
e the TCP timestamp option to guess

z inc/dec

(instead of tcphdrlen / 4)

value
the HZ/uptime

data si (default is 0)

data from file

add 'signature’

dump packets in hex

dump printable characters

enable ‘safe’ protocol

tell you when —file reached EOF and prevent rewind

traceroute mode (implies —bind and —ttl 1)

n receive the first not ICMP in traceroute mode

Keep the source TTL fixed, useful to monitor just one hop
Don't calculate/show RTT information in traceroute mode

ARS packet description (new, unstable)
described with APD (see docs/APD.txt)

—apd-send Send the packe
sudo hping3 192.168.56.2 —fast —count 5
HPING 192.168.56.2 (eth0 192.168.56 NO FLAGS a bytes
ip=192.168.56.2 ttl=64 id=0 sport=0
ip=192.168 ttle64 id=0 sport-0
id=0

len=46

— 192.168.56 statistic
5 packets transmitted, 5 packets received, packet loss

round-trip min/avg/max = 5.6/7.3/10.2 ms




DDOS RIFPER

DDOS RIFFER

BRGNEMES @0 Leftx

Lab 4 - pg10 - ARP

Smurf DoS attack using DDos Ripper

~ flood OWASP VM with ICMP packet
requests - web application slows down

it View Help

X kali@kali: ~/MHDDoS X

MHDDos Attack Script With 51
Methods

~ flood OWASP VM with TCP packet
requests from 1000 thread for 36000
seconds.

~ server does not respond until script
is stopped




Which Cyber Security Tenet this vulnerability violates? [1 mark]

(DDoS) attack on a web server violates cybersecurity tenet of Availability because availability of
the web server is compromised.

Scenario assessment: What is the impact of this attack on your scenario company? [2 marks]
The online car rental service may face significant consequences from three attacks:

1. TCP flooding using hping3 and TCP SYN attack could spike the target system's CPU usage,
resulting in sluggish performance and potential downtime. This could hinder platform access
for customers and staff, leading to business loss and customer dissatisfaction.

2. Smurf DoS attack using DDoS Ripper might flood the system with ICMP packet requests,
slowing the web application. Consequently, customers could face delays in car searches,
price comparisons, and reservations. Staff may struggle to manage listings and respond to
inquiries, impacting customer satisfaction and the company's reputation.

3. MHDDoS aftack script may flood the system with TCP packet requests, rendering the server
unresponsive. This prolonged unavailability could lead to significant loss of revenue, as
customers may turn to competitors' services for their car rental needs. Additionally, the staff's
inability to access the platform for managing vehicle listings, updating availability, and
communicating with customers could further exacerbate the negative effects of the attack.

E- Recommendations to protect the scenario company server

(1) Briefly research what you can do to minimize the threats to the findings in the reconnaissance
phase when you tested the web application in section A.2. [2 marks]

To minimize threats from reconnaissance findings, consider:

1. DirBuster: Defend against directory enumeration attacks by using mod_rewrite on Apache
to rewrite directory requests info non-existing file requests (Pentestmonkey, 2019). For IIS, set
the "hidden" attribute for private directories, preventing directory listing while keeping files
accessible (Pentestmonkey, 2019).

2. Robots.txt: Avoid listing sensitive directories and use meta tags to prevent indexing (Watts,
2019). Implement proper access controls to secure hidden directories (Watts, 2019).

3. Web Enumeration: Employ DNSSEC to prevent DNS spoofing, disable DNS recursion, restrict
zone transfers, and use isolated DNS servers (SecurityTrails Team, 2018). By implementing
these practices, it can protect the web application and minimize risks from reconnaissance
findings.

36



(2) Briefly research what port knocking is and explain how it can protect against threats you have
identified in section A.3. [2 marks]

Port knocking can protect against unauthorized access to open ports, such as ports 80 and 443
found in Section A.3, by concealing their presence (ArchlLinux, 2023). This technique requires a
predetermined sequence of connection attempts to specific closed ports before the desired open
port is revealed (Archlinux, 2023). By keeping open ports hidden until the correct sequence is
provided, port knocking reduces the likelihood of attackers discovering and exploiting these open
ports, offering an additional layer of security to the existing IDS/IPS/WAF.

(3) Briefly research and explain how to protect your database against SQL injection exploited in
section B.2. [3 marks]

To protect the database against SQL injection threats from Section B.2, implement prepared
statements and parameterized queries (OWASP, 2021), use input validation to restrict allowed data
and employ least privilege principles. For Error-Based SQL Injection, create custom error pages to
hide database errors (OWASP, 2021). For Blind SQL Injection, utilize intrusion detection systems to
monitor and detect unusual database activity (OWASP, 2021). Implementing these techniques will
mitigate the risks of SQL injection vulnerabilities and protect the web application from potential
data breaches and identity theft.

(4) Briefly research and explain how to protect your web application against cross site Scripting
attacks exploited in section B.3. [3 marks]

To protect the web application against Cross site Scripting (XSS) attacks from Section B.3, the
following steps can be used:

1) Validate and sanitize user-input to prevent the inclusion of malicious scripfts,

2) Use secure output encoding when displaying user-generated content to ensure proper handling
of special characters.

3) Implement a Content Security Policy(CSP) to restrict script execution from unauthorized sources
(OWASP, 2019).

4) Enable the HttpOnly attribute for cookies to prevent unauthorized access.

By adopting these strategies, it reduces the risk of XSS vulnerabilities and maintains the security of
the web application.

(5) Investigate what activities a security analyst can carry out to protect, or at least minimize the
impact of Man in the Middle attack carried out in section C.1 [3 marks]

A security analyst can carry out the following activities to protect/minimize the impact of MITM
attacks:

For ARP Spoofing, implement static ARP entries, use dynamic ARP inspection (DAI) on switches, and
monitor the network for abnormal ARP behavior (Grimmick, 2021)

For modifying data between the server and the client, apply end-to-end encryption using HTTPS
and SSL/TLS, ensuring secure data tfransmission (lanindexsy, 2023). Additionally, use strong
authentication methods like two-factor authentication(2FA) to reduce unauthorized access risks.
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(6) Research the work that companies should do to ensure that their users do not fall victims to
social engineering attacks similar to the attack you carried out in section C.2. [3 marks]

To counter social engineering attacks performed in Section C.2, companies should:

1.

For SET Site Cloner attacks: Implement multi-factor authentication (MFA) to add an exira
security layer, rendering captured credentials less useful (Chinnasamy, 2020).

For WGET phishing aftacks: Educate users on verifying website URLs and using bookmarks for
important sites to avoid visiting fake sites (Chinnasamy, 2020).

For reverse shell attacks: Promote awareness of unsolicited downloads and teach users to
verify the source before downloading any files. Implement endpoint protection software to
detect and block malicious executables (Chinnasamy, 2020).

Additionally Use infrusion detection systems (IDS) to monitor network traffic and block suspicious
activity (Bello, Alashwal and Moustafa, 2022).

(7) Research and explain what companies do to protect their web services against a DoS attack
similar to the one you have carried out in section D.1. [2 marks]

To protect against DoS attacks similar to those carried out in Section D.1, companies can implement
the following measures:

1.
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For TCP flooding: Install Intrusion Prevention Systems (IPS) to detect anomalous traffic
patterns, configure firewalls for SYN Attack Thresholds and SYN Flood protection, and use up-
to-date networking equipment with rate-limiting capabilities (Firch, 2021).

For Smurf attacks: Disable IP-directed broadcasts on routers, apply outbound filters on
perimeter routers, and configure hosts and routers not to respond to ICMP echo requests
(Heimdal, 2021). Implement network monitoring, use firewalls, increase bandwidth, build
redundancy, and protect DNS servers to avoid becoming a victim.



(8) Intrusion Detection and Prevention systems:

Show some examples of firewall and iptables rules that can protect your scenario company
against attacks you identified in the assessment you carried out before. [3 marks]

naster

»:80 (LISTEN)
»:443 (LISTEN)
P %:80 (LISTEN)
wuu-date 5t Py 8 P »:443 (LISTEN
wuu-data Py ) »:80 (LISTEN)
) ac wuu-date Su Py vail %:443 (LISTEN
lapache 202 uwwu-dat > 26 > %:80 (LISTEN)
apache Z wuu-date Su Pud 8 P »:443 (LISTEN)
python root ) 3 127.0.0.1:8008
java : root 169u IPub 739 »:8081 (LISTEN)
inysqld , nysq1 2 Py 9¢  127.0.0.1:3307 (1
lapache 22 ‘ Py 3 »:80 (LISTEN)
apache2 2¢ dat: Su Py 8 »:443 (LISTEN)
apache2 2234 wwu-data p 26 > %:80 (LISTEN)
lapache? 22 u data 5 Py vail P »:443 (LISTEN
apache 22 data 4u Py ) »:80 (LISTEN)
apacheZ > wuu-data 5 Py 28 »:443 (LISTEN)
data P 26 P %:80 (LISTEN)
2 »:443 (LISTEN
) wwu-data Py ) »:80 (LISTEN)
? wwu-data S 4 28 P %:443 (LISTEN)
3 ¢ »:80 (LISTEN)
3 wuu-data S Py 8 »:443 (LISTEN
"

v
Ufwfirewall enabled

~ blocked all connections

BOG s NOMEN G et %

B allow 80/tcp
Proceed with operation (yin)? y
Rule deleted
root@ouaspbua:“# ufu delete 1
Deleting

ation (yin)? y

jbua:“# ufu app list
1 plication:
fipache
fipache Full
fipache Secure
OpenSSH
Postf ix
owaspbwa Po ‘u ix Subnission
Sanba
OWASP Broken Web Applic root@ouaspbua:~# ufw app info “Apache Full
Profile: Apache Full
Title: Web Server (HTTP,HTTPS)
Description: Apache vZ2 is the next generation of the omnipresent Apache web

ufwfirewall rules added
~ “ufw allow 80/tcp” & “ufw allow 443/tcp”

~ open HTTP (80) and HTTPS (443) ports.
Allows incoming traffic using TCP.




Port
Fle Actins €8t View Help 80,443/tcp
! . root@owaspbua:~# ufu allow from 192.168.56.0,24 app “Apache Full"
Rule added

root@owaspbua:~# ufw deny from 10.0.2.15 to any app “"Apache Full"
‘Luh dded
root@ouaspbua:“# ufu delete 1
BDeleting
allow from 192.168.56.0/24 app Apache Full
Proceed with operation (yin)? y
Rule deleted
P rooteowaspbua:“# ufu delete 1
De leting
deny from 10.0.2.15 to any app Apache Full
Proceed with operation (yin)? y
BRule deleted
root@owaspbua:~# ufw deny from 10.0.2.15 to any app “Apache Full"
Rule added
root@owaspbua:“# ufw allow from 10.0.2.0,24 app “Apache Full"
Rule added
root@owaspbua:~# ufu status numbered
Statu active

To Action Fron

[ 1] Apache Full DENY IN 10.0.2.15
[ 2] Anyuhere ALLOW IN 10.0.2.0/24 Apache Full

root@ouaspbua:“# _

Y

ufwfirewall rules added

~ dllowed access to Apache web server for
all network domains apart from kali
(attacker) domain

Ougpote Conmacoon Protiems

— = ~SN . -
vm [Running] LN J vm [Running]

Chain ufw-user-input (0 references)
Chain ufw-user-limit-accept (0 references) target prot opt source destination
target prot opt source destination
ACCEPT all 0.0.0.0.0 0.0.0.00 Chain ufw-user-limit (0 references)

target prot opt source destination
Chain ufu-user-logging-forward (0 refere
target prot opt source destination Chain ufw-user-limit-accept (0 references)

target prot opt source destination
Chain ufw-user-logging-input (0 references)
target prot opt source destination Chain ufw-user-logging-forward (0 references)

target prot opt source destination
Chain ufw-user-logging-output (0 references)
target prot opt source destination Chain ufw-user-logging-input (0 references)

target prot opt source destination
Chain ufu-user-output (1 references)
target prot opt source destination Chain ufw-user-logging-output (0 references)
root@owaspbua:™# sudo ufw deny from 10.0.2.15 to any app “Samba" target prot opt source destination
Rule added
root@owaspbua:~# sudo ufw app info “Samba"
Profile: Samba
Title: LanManager-like file and printe erver for Unix
Description: Samba software suite is a collection of programs that
implements > SMB/CIFS protocol for unix systems, allowing you to serve

Chain ufw-user-output (0 references)

target prot opt source destination
root@owaspbua:~# sudo ufw deny from 10.0.2.15 to any app “Samba"
Skipping adding existing rule

root@owaspbuwa:™# iptables -A
files and printe to Windows, NT, 0S/2 and DOS clients. This protocol is iptables v1.4.4: option "-A' requires an argument

sometimes also referred to as the LanManager or NetBIOS protocol. Try ‘iptables -h' or 'iptables —-help’ for more information.

Ports:

137,138/udp
139,445/tcp
root@owaspbua:™# _

root@owaspbuwa:”# sudo iptables -A INPUT -p tcp --dport 80 -j ACCEPT
root@owaspbua:™# sudo iptables -A INPUT -p tcp —-dport 443 -j ACCEPT
root@owaspbua:™#

iptables iptables

~ samba ufw rule added, seen in iptable ~ 2 commands add rules to iptables firewall,
allowing incoming TCP fraffic on ports 80 (HTTP)
and 443 (HTTPS).




vm [Running]

900

target prot opt source destination

Chain ufw-user-limit-accept (0 references)

target prot opt source destination

Chain ufuw-user-logging-forward (0 references)

target prot opt source destination

Chain ufw-user-logging-input (0 references)

o000
before-logging
before-logging
before-output
logging-allow
logging-deny
not-local [o

j forward
input
ct-output

vm [Running]
[0:0]
[0:0]

input
output
[0:0]
[0:0]
[0:0]
101
[0:0]
[0:0]
[0:0]

[0:0]
[0:0]
[0:0]

skip-to-policy-foruward
skip-to-policy-input
skip-to-policy-output
track-input [0:0]
track-output - [0:0]
us forward [0:0]
us input [0:0]
limit [0:01]
limit-accept
~logg ing-forward
—-logging-input
ser-logg ing-output
j ACCEPT ‘ufw-user-output [0:0]
A INPUT -p tcp -m tcp
A INPUT -p tcp -m tcp
A INPUT -s 10.0.2.1¢

target prot opt source destination
Chain ufw-user-logging-output (0 references)

target prot opt source destination
Chain ufu-user-output (0 references)

target prot opt source destination
root@owaspbua:™# sudo ufw deny from 10.0.2.15 to any app “Samba"
Skipping adding sting rule

root@owaspbwa:™# iptables -A

iptables v1.4.4: option "-A’' requires an argument

Try ‘iptables -h' or 'iptables —-help’ for more information.
root@owaspbwa:”# »* sudo iptables -A INPUT -p tcp —-dport 80
%: command not found
root@owaspbua:™# sudo iptables
root@owaspbua:~# sudo iptables

[0:0]
[0:0]
[0:0]
[0:0]

dport 80 -j
dport 443 -j ACCEPT
Z -p tcp -n tcp ——dport 80
g dport 443

A INPUT tcp ——dpor
INPUT tcp ——dport 443 ACCEPT
INPUT -s 10.0.2.15 -p tcp

t 80 -j ACCEPT
443 o » j DROP

root@owaspbua: sudo iptables destination-port 8§ J DROP
0 -j DROP
root@owaspbua: sudo iptables
43 -j DROP

Footéouaspbua R |

/32 -j DROP

INPUT -s 10.0.2.15 -p tcp ——destination-port 4 $
1 it Completed on Sat May 6 12:31:18 2023

root@owaspbuwa:™# _

iptables iptables

~ deny web server traffic access from attacker
machine IP

~ list of all rules including EXTRA rule that denies all
access from attacker machine IP

The ufwfirewall /iptables rules above block an attacker IP which protect the web-application by restricting their
access to the network, which reduces the risk of port scanning, emulation, reconnaissance, SQLi and XSS attacks.
However, a skilled hacker can bypass these rules by using different IPs or proxy-servers enabling them to aftack.
Therefore, it's important to use ufwfirewalls / iptables in conjunction with other security measures like IPS / IDS.

Evaluate the effectiveness of the following tools and specify which is more suitable for your
scenario and justify you answers. [3 marks] - Firewall (ufw) - iptables

In the online car rental service, both ufw and iptables are effective tools for securing the network.
However, ufw is more suitable for this case due to its simplicity and user-friendliness. Ufw allows easy
management of firewall rules (Safe Security, 2021), ensuring that the web server is accessible while
blocking unwanted connections. It also offers simple app-based configurations, making it efficient
for controlling access to various services like Apache or Samba. While iptables is powerful and
provides granular control, its complexity might lead to misconfigurations (Safe Security, 2021), which
could compromise security. Overall, ufw is the better choice for this scenario due to its ease of use
and adequate functionality.

Explain the differences between Intrusion Detection System IDS and Intrusion prevention System IPS.
[3 marks]

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are both essential tools for
network security, with some shared features such as monitoring, alerting, learning, and logging
(OKTA, 2023). However, they differ in key aspects: IDS is a passive system that requires manual
intervention after an alert, while IPS is an active control system that takes action automatically
(OKTA, 2023). IDS arguably provides less protection since users must decide how to respond to
threats, whereas IPS handles this process (OKTA, 2023). False positives from an IDS only
inconvenience the user, while an IPS may impact multiple users by shutting down traffic (OKTA,
2023).
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Scenario assessment: Suggest a recommendation for the scenario you have in hand and justify
your answer. [3 marks]

In the scenario of an online car rental service, a combination of Infrusion Detection System (IDS)
and Intrusion Prevention System (IPS) is recommended (Cisco, 2021). The business involves sensitive
personal information, which necessitates robust security measures. IDS monitors the network,
detects suspicious activities, and alerts administrators, whereas IPS actively prevents intrusions by
blocking or redirecting malicious traffic (OKTA, 2023). Implementing a hybrid solution, like a Network
Infrusion Prevention System (NIPS), provides the benefits of both IDS and IPS (Palo Alto Networks,
2018), ensuring comprehensive security for the web app, personal data, and reservation details.
This approach will enhance the overall protection and minimize potential breaches for the car
rental service.
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